August 31, 2009

To All Georgia County Elections Directors:
We are writing to inform you of critical vulnerabilities regarding the current Diebold AccuVote TS R6 electronic voting machines, GEMS tabulations servers, and election procedures used throughout the State of Georgia. Many of these vulnerabilities have been detailed by state witnesses in depositions under oath, depositions resulting from a lawsuit now pending before the Georgia Supreme Court, Case# S09A1367. 
As plaintiffs in the lawsuit, we, the undersigned, recognize that you may find the information in this letter dramatically different from what state election officials have disseminated for the last eight years. Therefore, we are including precise quotes with exact page and line number references of key admissions from the state’s own witnesses. These include admissions by Mr. Ray Cobb, who was deposed as the state’s expert witness, and Professor Britain Williams, who oversaw testing and certification of the equipment when it was piloted and implemented during 2001 and 2002. These references will help you to evaluate the truthfulness of our letter in which we have assembled what we believe to be key undeniable facts pertaining to acquisition, accuracy, vulnerability, certification, and testing of the machines.
ACQUISITION:

· Our current voting machines do not provide an independent audit trail of each vote cast as required by law when they were implemented. O.C.G.A. 21-2-301 (b) of the 2001 Georgia election code required an independent audit trail of each vote cast. Mr. Cobb admitted: “I am not aware of any audit trails that are independent of the equipment.” Mr. Cobb explained that the machines can recreate ballot images; however the recreations are based on internal records produced after the vote could have been corrupted and are therefore worthless to use in any audit of the vote recording process. When asked about the image, Mr. Cobb admitted: “No, it is not verified by the voter.” [R63, pg12, ln 8]
· Our current voting systems were piloted, certified, and procured illegally. The code section referenced was part of legislation created to govern the procurement, piloting, testing, and acquisition of any new voting equipment. It was in effect during the time of April, 2001 through May 9, 2002 when the voting equipment was piloted, tested, allegedly certified, and illegally acquired under a $54 million contract.
ACCURACY:
· Our current voting systems can flip votes between candidates in a race without detection. When asked: “If a voting system recorded a portion of one candidate’s votes for his opponent during an election, how would that be detected after the polls were closed?”, Professor Williams said: “It wouldn’t. That’s something that’s got to be prevented before the election. [R62, pg 44, ln 22] Mr. Cobb also corroborated that if a machine itself was reporting inaccurately on a given election, nobody would know it unless there was a gross error. [R63, pg 41-42]
VULNERABILTY:
· County election database totals can be altered for any race without detection. When asked: “Is it possible that a GEMS voting database used by our machines could be altered using Microsoft Access, Notepad, or a DOS command prompt without leaving any record of that alteration?”, Professor Williams said: “I believe in Access you could…. It's possible.” [R62, pg 64, ln 21]  His statements were further corroborated at a March 17, 2009 California hearing in which Diebold’s Justin Bales admitted that ballots could be deleted from the audit logs. This was after an independent Humboldt County transparency project discovered 197 ballots were deleted from certified elections results.
· County tabulation servers cannot prevent fraudulent manipulation of the vote as required by 1990 and 2002 federal guidelines. When asked: “How could the equipment prevent fraudulent manipulation of vote count recording and counting if it allows such alterations?”, Professor Williams admitted: “The equipment can't prevent it.” [R62, pg 65, ln 3] Security Section 3 3.4 of the FEC’s 1990 Performance and Test Standards published by the Federal Election Commission states: “All types of equipment shall incorporate appropriate physical provisions to prevent fraudulent manipulation of the vote recording, counting, and reporting processes. Their design shall preclude unauthorized access to any of the data associated with these processes.” Security Section 6.1 of the 2002 Voting System Standards states the objective is “to identify fraudulent or erroneous changes to the system.”
CERTIFICATION:
· The current voting systems and tabulation servers were not properly certified for the 2002 election. No documentation was ever produced for any of the six machines that were evaluated in 2001 and allegedly certified, nor for the systems that were purchased and implemented in 2002. Perhaps that is because if any of these machines were certified at that time they were certified in violation of the law [O.C.G.A. 21-2-301(b)].
· The current voting systems were patched illegally prior to the 2002 general election. Professor Williams further admitted [R62, pg 55-60] that:
a. The voting machines received a software patch prior to the 2002 election;

b. The patch required the machines to be recertified prior to use;

c. No recertification was performed prior to the 2002 election;
d. The failure to recertify violates the law [O.C.G.A. 21-2-379-2].
· The state’s own documents show that they were still awaiting certification confirmation and a patch impact analysis from the vendor after conducting the 2002 election. A December 3, 2002 letter from the Secretary of State’s office to Diebold CEO Bob Urosevich [R65, Pg 255-256, Exhibit 7] asked for:
a. “confirmation that the statewide voting system is appropriately certified” 
b. “a verifiable analysis of overall impact of the patch to the voting system” 
c. “confirmation that the 0808 patch was not grounds for recertification at the federal and state level” 

· The voting machines used in the 2002 election had one or more known security flaws. When Professor Williams was asked: “Are you aware that Diebold machines have any hard coded passwords for administration access?”, he replied: “They did have. They do not anymore.” When asked: “Did they have them in 2002?”, he replied: “Yes.” When asked: “Did you consider it a security flaw also?”, he replied “Yes.” [R62, pg 65, ln 12]
· Federal independent testing authorities (ITA) are not independent. Professor Williams admitted that ITA testing is funded by the voting machine vendors. [R62, pg 48, ln 20]
TESTING:
· The Election Assistance Commission’s Security and Transparency Subcommittee concluded that testing cannot ensure that electronic voting machines will record votes correctly on Election Day. The draft conclusion from the Technical Guidelines Development Committee of the Election Assistance Commission (EAC) regarding the National Institute of Standards and Technology (NIST) and the EAC Security and Transparency Subcommittee (STS) states: “NIST and the STS do not know how to write testable requirements to satisfy that the software in a DRE is correct.”
· The state’s witness corroborated the EAC conclusion that testing cannot ensure the DRE software is correct. When presented with the EAC conclusion, Professor Williams concurred: “That was written probably by Ron Rivas to his chairman of that STS subcommittee and if he thinks NIST and the STS don’t know how to write those requirements, then I don’t have any reason to think they can.” [R62, pg 72, ln 8]
The Plaintiffs in this matter were able to obtain these devastating admissions based on a dozen corroborating academic studies and state-commissioned reports that made evaluations and conclusions about the security risks of the Diebold AccuVote TS voting machines. These reports were personally submitted to the office of the former Legal Affairs Counsel, Cliff Tatum, in 2006 for review by the State Election Board and are referenced in the deposition of Mr. Cobb. [R63, pg 37-39] Several states since then have produced additional corroborating documents. We can provide access to any of them at your request. The transcripts of the depositions should be available through the Office of the Attorney General. All motions filed in the courts and their supporting documents are immediately available for your review at the www.voterga.org website.

Our lawsuit contends that the vulnerabilities in counting and tabulating votes as previously explained constitute violations of due process for both the Georgia Constitution and the United States Constitution. The lawsuit also contends that since no directly created evidence of voter intent is ever established with electronic only balloting, such a procedure cannot provide equal protection to that of current optically scanned absentee balloting in regards to voter verification, discrepancy investigation, recount completeness, and contested election evidence. The admissions already obtained illustrate this point. For example, in the case of recounts, Professor Williams admitted that a recanvass of electronic voting results will always provide the same totals as the original result. [R62, pg 46, ln 24] Mr. Cobb admitted that: “The recount starts with the PCMCIA card” while with optical scan equipment “It starts with the ballot rather than the card.” [R63, pg 42, ln 13] Although the voter can verify the selection on a ballot, Mr. Cobb admitted that: “the voter cannot see the electronic bits” on the card. [R63, pg 13, ln 5]
Our lawsuit also contends that elections are no longer conducted by ballot as the Georgia Constitution requires, and that O.C.G.A. 21-2-280 unconstitutionally attempts to exempt voting machines from the requirement to conduct elections by ballot. It furthermore contends that the contract with Diebold to purchase and service voting machines constitutes a grant of unconstitutional gratuities and franchises since those machines do not allow voters to inspect the ballot of record nor allow election officials to audit Election Day results.
The implementation of these deficient voting systems was not an accident. Their shortcomings in voter verification audit capabilities and recount retention were clearly delineated prior to purchase. Evidence shows that the office of the Secretary of State was warned by a SLOGO Committee, the Fulton County Board of Elections, the 21st Voting Commission report, a computer professional who is a plaintiff in this matter, and the general public. [R.65, pg 234, 271] The Plaintiffs’ warnings were acknowledged and authenticated under oath by former Assistant Director Michael Barnes who admitted he knew of no specific action that was taken on them. [R61, pg 11-12]
In 2004, just two years after the state squandered $54 million of tax money on equipment that was obsolete at the time of purchase, the Free Congress Foundation (www.freecongress.org) rated Georgia as having the worst voting systems in the country for “reliability of equipment and verifiable recount preparedness.” [R65, pg 272-273]
Perhaps our current Secretary of State Karen Handel best described the deficiencies with the existing voting equipment in her own “Basics” report she produced in 2006 as a candidate. It stated that: 

· “The electronic voting machines currently used in Georgia’s elections are already obsolete… ”

· “Voters should have the ability to review their ballots both electronically and on paper.”
· “Procedures must be established for audits of elections to verify that electronic vote totals are accurate.” 

· “The paper audit trail should be the determining factor in discrepancies in the vote and should be the ballot of record.”

Ironically, little has been done to rectify the deficiencies since then and the Secretary is now running for Governor on statewide unverifiable voting equipment. This creates a conflict of interest unprecedented in any other state.
Georgia is now the only state in the union that still expects to conduct statewide elections in 2010 on unverifiable voting equipment. Other states with similar equipment from Diebold have replaced, decertified, or banned them altogether and filed suit against the vendor (Diebold now goes by the name Premier). California received a $2.5 million settlement from the vendor and has decertified their systems for the third and final time. The Attorney General of Maryland filed an $8.5 million lawsuit against them and the state legislature voted to begin removing the equipment statewide. Ohio filed for punitive damages after election officials found accumulation discrepancies and Diebold admitted to a "critical programming error that can cause votes to be dropped while being electronically transferred from memory cards to a central tallying point.” 

We sometimes hear that Georgia does not have the funds necessary to correct our dire situation. Please be aware of this point: Top quality optical scan systems, including a ballot marker for the visually impaired in each precinct, could be implemented for slightly more than half of what we paid for voting equipment in 2002 and thus save the state as much as $5 million on average per year in testing, training, certification and logistical costs. We also note that money was no object when the state committed $54 million in tax dollars to disenfranchise voters with statewide unverifiable equipment while Georgia had no assurance of reimbursement.
Since no significant steps have been taken to rectify the undetectable fraud that could occur with both the voting machines and the county tabulation servers, we respectfully request that you reply to briefly describe the manual procedures used by the county to protect its citizens from manipulation of county election results. Although counties are directly responsible for conducting elections, the plaintiffs of the current lawsuit generally do not consider the counties liable because their historical knowledge and evidence collected indicate that the current voting equipment and procedures were forced upon the counties, in some cases, directly against their will. Nevertheless, any county resident could potentially file suit against his/her county based on the evidence that already exists. Therefore, we suggest that you forward this letter to your county attorney for review so that the interests of the county and its citizens can be adequately protected. 
Even if the state lacks the courage to rule against itself in the current Georgia Supreme Court case, an impartial hearing may still be obtained in the U.S. Supreme Court which has established unanimously clear historical rulings. For example, U.S. v Mosley, 238 U.S. 383, states that it is: “as equally unquestionable that the right to have one’s vote counted is as open to protection as the right to put a ballot in a ballot box”. Virtually all U.S. Supreme Court case law regarding counting or recounting of ballots dictates strict judicial scrutiny under which Georgia’s current voting equipment and associated procedures cannot be tolerated.
Sincerely,
Garland Favorito, Plaintiff

Ricardo Davis, Plaintiff


Mark Sawyer, Plaintiff
Contact: 
Mr. Garland Favorito

220 Tallow Box Dr

Roswell, GA 30076

Email: garlandf@msn.com - Cell: (404) 664-4044 - Fax: (770) 993-7155
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